What is NAP?

= NAP stands for Network Access Protection.

= NAPis used to evaluate the “health” of a computer
and compare it against a corporate policy to
determine what level of access that computer can
have to the network.

* [fa computer does not meet the requirements to
access the internal network it can be sent to a
remediation network to give it the opportunity to
fix its health status (sometimes automatically).



NETWORK ACCESS PROTECTION

Network Access Protection (NAP) is a technology
that allows you to restrict network access

on the basis of a client’s health. System Health
Agents (SHAs) and System Health Validators

(SHVs) are the components that validate a
computer’s health against a configured set of

benchmarks.



NAP Enforcement Types — IPSEC, 802.1S, VPN, DHCP

s [PSec If youdon’t meet the requirement then you are not connected

o Requires clients to meet health requirements
before connecting to IPSec protected hosts.

IPsec enforcement works by applying IPsec rules. Only computers that meet health
Compliance requirements are able to communicate with each other. IPsec enforcement can
be applied on a per-IP address, per-TCP port number, or per-UDP port number basis.

IPsec enforcement applies after computers have received a valid IP address, either from
DHCP or through static configuration. IPsec is the strongest method of limiting network
Access communication through NAP.

To deploy IPsec enforcement, a network environment must have a Windows Server 2008
or 2008 R2 Health Registration Authority (HRA) and a Windows Server 2008 or Windows
Server 2008 R2 CA. Clients must be running Windows 7, Windows Vista, Windows Server
2008, Windows Server 2008 R2, or Windows XP SP3



802.1x (Wired or Wireless)

o Complete control over access to the network

If youdon’t meet the requirement you can be sent to a remediation network
If you meet the requirements you are allowed into the network. Flexibility

802.1X enforcement uses authenticating Ethernet switches or IEEE 802.11 Wireless Access
Points. These compliant switches and access points grant unlimited network access only
to computers that meet the compliance requirement. Computers that do not meet the
Compliance requirement are limited in their communication and are sent to a
Remediation network where they will get the necessary updates. Once the client is ok

A certificate of Health is received and the client can join the network.

A computer running Windows Server 2008 or Windows Server 2008 R2 with the Network
Policy Server role is necessary to support 802.1X NAP enforcement. It is also necessary
to have switch or Wireless Access Point hardware that is 801.1X-compliant. Clients must
be running Windows 7, Windows Vista, Windows Server 2008 R2, Windows Server 2008,
or Windows XP SP3.



" VPN Allowsyouto control access for remote clients. Gives filteringand control.

o Controls access from remote clients.

VPN enforcement is used on connecting VPN clients as a method of ensuring that clients
granted access to the internal network meet system health compliance requirements.
VPN enforcement works by restricting network access to noncompliant clients through the
use of packet filters. Rather than being able to access the entire network, incoming VPN
Clients that are noncompliant have access only to the remediation server group.

If a noncompliant client becomes compliant, packet filters restricting
network access will be removed. VPN enforcement requires an existing remote access
Infrastructure and an NPS server. The enforcement method uses the VPN EC, which is

Included with Windows 7, Windows Vista, Windows Server 2008, Windows Server 2008 R2,
and Windows XP SP3.



= DHCP

o Allows only compliant computers to receive
[P addresses.

DHCP NAP enforcement works by providing unlimited-access IPv4 address information
to compliant computers and limited-access IPv4 address information to noncompliant

computers.

To deploy DHCP NAP enforcement, you must use a DHCP server running Windows Server
2008 or Windows Server 2008 R2 because this includes the DHCP Enforcement Service (ES).
The DHCP EC is included in the DHCP Client service on Windows 7, Windows Vista, Windows
Server 2008, Windows Server 2008 R2, and Windows XP SP3.



SHAS and SHVs

= System Health Agents (SHAS)—— Resides on the client computer

o The client component which validates the
health of a client computer and creates a SoH
tobe sent to the SHYV. Statement of Health

o Requires Vista, Server 2008, or XP with
Service Pack 3 server 2008R2, Windows 7

= System Health Validators (SHVs)

o The server component which analyzes the
information presented by the SHA and
produces a SOHR whichis then used by the
policy server to determine the level of access

to be granted.
Statement of Health Response



Health Requirement Policies

It is the Health Requirement policies that are going to determine who or
what types of clients meet certain requirements, what those certain
health requirements are, and what you are going to do about it if they
do not meet those requirements.

* Health requirement policies are made up of the
following:
O C ﬂ“ﬂ&{:ti on reqUESt pﬂ]i Cy Determines whether or not the policy will be processed

Used to check whether the client has actually met the

o System health validators cqiements
o Remediation server group Group of servers used to correct the Health

Status of clients

O Health p{]l] Cy Defines the actual Heath Requirements needed for access using the SHV settings for
Compliant and non-compliant clients

o Network policy

Defines the level of network access clients will get based on
Whatever policy they match



EXAMPLE SETTING UP DHCP ENFORCEMENT

1. Check to make sure that the DHCP Role is added and functioning
2. Check to make sure that Network Policy Server role is added
3. Open Network Policy Server from Administrative Tools

| RADIUS Clignts and Servers Geltlng Started

=/ Policies - Metwork, Palicy Server [NPS] allows you to create and enforce organization-wide network, access policies k
h Metwork Access Protection - client health, connection request authenhbication, and connechion request suthonzation.

8 Accounting

Standard Configuration

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

H ebwark Acsess Protection I:I'-J.-"-".F':I h j
/1 _
Metwork Access Protection {MAP)

ke pou configure MPS a3 3 NAP policy server. you create health policies that allow WNPS to validate the
configuration of MAaP-capable chent computers bebore they connect bo pour network, Clients that are not complian
with health policy can be placed on a restricted nebwork and automatically updated to bring them into compliance.

n Conhgure MAF B Leam more

/ Advanced Configuration
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File Action  Yiew

== H

€5 nPs (Local)
| RADIUS Client
# =/ Polides

53. Metwark dcce:
B Accounting

l Select Network Connection Method For Use with NAP
g gl

Network connection method:

Select the netwaork connection method that pou want to deploy on powr netweork: for NAP-capable chent
computer: Created policies will wark wikky this netwark connsction pe onlp To create policizs for additionsl
nebwork connection methods, you can run the wizard again.

L pramic Hogt Configuration Protocol [DHCP)

Policy name:
This default te% uged ag part of the name for each of the policies created with this wizand, ow can use the
default text or rodify it

|r~mP DHCP

Additional requirements:
8. ou must parform additional actions o set up MAP. Yiew addiional NAP requirements by clicking an the
\ L ik, beeloen,

Additional A egquirsments

LI

it

- —




Specify NAP Enforcement Servers Running DHCP
‘ ' Server

RabIUS clents are netwark access semer:, nob client computers [F the local computer 12 mwnning DHCP
Server, vou can gkip this ¢tep and click Mest

[F pou wank b add remote DHCP zervers a2 RADILUS clientz, click dadd. Al remote DHCF servers that pou
add must alzo wn NP5 Ao, remote DHCPAMPS servers muzt fonsard connechion requests to thiz MPS
zery er [the lozal computer)

RADIUS clients:

Add...

Edi...

You need to add the DHCP Servers on your network

Hemowe

That will participate in DCHP enforcement

LAl

-
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e
New RADIUS Client Ed |

pADIUS [ Mame and Address HCP
Server, v | Frendly name:
[F o v, Iny-l:II:'I-Ek;E 5k o
add rmuz | Address [IFP or DNS] MPS
s=rvE | T2 168 10.201] Verify
RADILX ~ Shared Secret
To manually type a shared gecret, chick Manual, To automatically generate a shaned ..
zecret, cick Generate. You must configure the BADIUS chent with the same shaned
zecret entered here. Shared zecrets are case-zenaitive. -
o'e
& Manual " Generate
Shared secnet:

Confirm shared secnet;

' /

QK. Cancel

Shared secret not necessary here- only when you are setting up Radius



| Configure NAP

Specify NAP Enforcement Servers Running DHCP
J " Server

RaDIUS clents are netwark access servers, not cliznt computers. [F the local computer iz wnning DHCP
Server, vou can skip this step and click Mest

[t vou wank bo add remote DHCP servers az RADILS clients, chck ddd. All remote DHCP zervers that pou

add must alzo wn MPS. Alzo, remote DHCPAMPS servers must forwand connechion requests to this NPS
server [the local computer].

RADIUS clients:

ny-dic1-2k.8 Add...
Edt..
Although it says Radius clients this is your DHCP Remove

Server




I Specify DHCP Scopes

'

when you specify one or more MAF-emabled scopes, NFS evaluates client health and performs authorization for
chent computers requesting an IP address from the designated scopes.

If pou do not speciiv any soopes, the policy applies to all M&P-enabled scopes at the selected DHCP sarvers, If
vou specity a scope that iz not NdP-enabled, you must enable MAP for the scope atter completing this vazard.

To gpecity one or more scopes, click Add,

DHCP scopes:

add...

Edif...

Eemawe

If you wanted to use specific scopes you could add them here but since you are using
all the scopes just go ahead and leave this blank



=& Network Policy S| Configure NAP MY-DLT-2KH

File Action  Yiew

<= H

I Configure User Groups and Machine Groups

&5 NPs fLocal) o, .
| RADIUS Clisnt
-| Polices

E. Mebuork dcce: To grant or deny access o groups of computers, add groups to Machine Groups. To arant or deny access to
i'D Accounting " groups of wzers, add groups to Lser Groups. You can conhgure both b aching Groups and U ser Groups for iz

policy.

If mo gmoup s are sebected, thiz policy sppliss bo sl ussrs.

M achine Groups:

Add M achine...

Hemaowe

If you wanted to specify certain groups of computers that you could apply this to, then
you could do this here, if you leave it blank then it just goes to everybody.



(& Metwork Policy 5] Configure NAP L L

File Ackion  Yiew

e==H

l Specify a NAP Remediation Server Group and URL

£ NPS fLocal) i
| RADIUS Client
- Policies

71 & petwork acce:  EmMediation Server Group: _ o _
[ &5 Networ , “% Remediation servers store softwars updates for NAP clients that need them. Remediation Sereer Groups contain
8 Accounting ahe of more remediation servers,

Select 2 Remediation Server Group that pou have already configured or, to create a new group, click Mew Group.

{Hones j Hef-\w Group... |
g
Troubleshooting URL:

If pou hawve 5 Web page that provides users wath instructions to uzers on howe to bring computers and dewices inko

compliahce with NAP health polizy. type the Unifarm Resaurce Lacatar (URL) for the " eb page.

If pou do rot have a HelpWeb page, do not twpe a LRL.

[http: 2/

Here you can choose a NAP remediation Server or group to allow the client to still gain access
in an effort to correct its Health Requirement short comings



| FRADIUS Client
" Policies

y Network Acce: EE"'EEI‘_ Mew Remediation Server Group

ErneEd]

i o counting otE o

Group Mame:

< alect IDHEF Fiemediation Server

I{HDHE:

Troubl
If pow b
compliz

If pou d

Ihttp:p“.-“

Remediation Semers

CMHS Hame A IF &ddiess

Friestdly Marme

Add...

E dit..

Hemowe

.

Cancel

Lnta Iy

Group.
|oup... I

~ez Nk

Type in the Group name and click Add




FfLocal) "
PADIUS Client

Policies Add MNew Server E h
m Lntain

Metwork Acce: E:rrnne'la:l[i _
Accounting are o 1 Friendly name:
GrovE  [1y-dot -2k
Select: |DHC Group.
P address ar DMS narme:
[cnore: Rem [182162.10.201 Resolve | oo
Troubl |EIsE Tauze an IP address boidentifp the server, select ane from the fallowing list.
If you h i Cec inko
w:omplia IF address:
If powu d ki
What this is saying is | will still let you
hitp. ¢/ connect to this server in order to fulfill
Your Health Requirements
ey EI
PR Lancel
- g

Type in a friendly name and the IP address of the server



Policies
Mebwark dcce:
M counking

Remediation Server Group:
Remediation serwers shore sofbware updates for MAP clients that need them. Remediation Server Groups contain
ane of fmore remediation serwers.

Select a Hemediation Server Group that pou hawve already configured or, to create a new goup, click Mew Group,

DHCP Remadistion Sarvers ﬂ Mew Group...

Troubleshooting URL:

If pou hawve 3 Web page that provides users vath instructions to uzers on howe to bring computers and dewices inko

compliahce with NAP health polizy, type the Unifarm Fiesource Lacatar (URL) for the " eb page.

If pou do rot have a Help'Web page, do not bppe a LRL.

|

Here is \Aﬁsere you could put the address of a web page that would
be presented to the users with instructions on what to do to get
themselves in compliance with the policy.

Frewvious | | Hext Cancel



Ackion Yiew

» | H

PS iLocal) e, .
| RADIUS Clierk
Policies

Mebwork Acce:

l Define NAP Health Policy

i The installed System Health Y alidators are listed below. Select only the System Health VY alidators that pouw want ko
¥ enforce with this health palicy.

i Accounting

Mame
{windows Security Health Validator |

¥ Enable auto-remedisiion of client computers

f zelected. NdP-zapable client compubers that are denied full access to the network, because they are not
compliant vath health policy can obtain zoftware updates from remediation zerers.

If not selected, noncompliant HAP-capable chent computers are not automatically updated and canmot gan
full nebwork. accezs unhl they are manuallp updated.

Metwork acceszs restrictions hor MAP-ineligible client computers:

& Dery full network access o MAP-Religble client computers. Allaw aceess b a resticted nebwark omly,

- #Eﬁ:-w Full netwark acceszs ba MAP-ineligible client compubers.




Tou have succesaiully created the fallawing policie: and configured the fallawing BADILS cliznks

+ To wiew the configuration detailz in pour defaulk browser, click. Configurabion Dietails
+ To change the configuration, click Presious.
+ To zave the configuration and cloge this wizard, chck Finish,

BADIUS chents:
hy-de1-2k8 (192 16510, 201) I}l‘

Health Policies:
MaF DHCP Compliant
HaF DHCP M oncomplant

Connechtion Request Policy:

N&P DHCP

Metwark Paolicies:

MaF DHCP Compliant

MNAF DHCP M oncompliant
MNAF DHCP Man MAP-Capablz

Remediation Server Group:
DHCF Remedistion Servers

Confiquration D etails

Presinz Firush

Now that you have set up the NAP policies you need to go to the DHCP Server and
Enable NAP



— . L= DHCP IP¥4 Properties 711
=l ? e .
ocal) File  Action  Wiew Eemerall orSs  Mebwork Access Protecton I ﬁduancedl

ADIUS Clisrks and Ser| % B

ticies @ DHCP
stwork Access Protech = E ny-del-2k3. gl “ou can setup the Network &cocess Protection settings bor the DHCP

zal lrss|

Metwaork Access Prataction is working on this server.

zcounking = P server here. "
(] Scope
5 Serve
H e — Mebwork Acesss Protection Settings

Enable on all zcopex Dizable on all scopes |

—DHCP seryver Iel This waill cvervarite Metwork Access Protection settings of all the

¥ scopes. Do wou wish bo continue?

& oRila [}9

" Restr — ™

" Drop Client Packet

ak Cancel | Lpply —

Right click on IPV4, click on properties and select the Network Access Protection tab.
The click on Enable on all scopes, click on Yes to ovewrite settings



9 pHCP IPv4 Propetties el Bt ||

File  Action  “iew .EEHEIall ons  Mebtwork Access Protection Igduancedl

alllial
B DHCP

= B ny-dcl-2k3. gl You can zetup the Hebwork & ccess Protection sethings bor the DHCF

% Metwark Ancess Protection i working on this sereer.

= E} P zerver here.
(] Scope
8 Servel
a IR — Metwork Access Pratection 5ettings
Enable o all xcnpexl Cizable on &l scopes

— DHCP server behawiour when Metwork, Policy ServeillMPS] s unreachable

™ Full pocess

fE% Restricted Acoess

" Drop Client Packet

Close out of DHCP and now you have to set up setting for the clients through Group
Policy
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A Computer Configuration

=

Go into Group Policy Management and Edit the Default Domain Group Policy.
Computer Configuration, Policies, Windows Settings, Security Settings,
Network Access Protection, NAP client configuration, Enforcement Clients

| Policies
[+ | | Saoftware Settings
F | “Windaws Settings
=8 Seripks € SkartupShutdown)
= Security Setkings

r:

gocount Policies
Local Paolicies
Ewvent Log
A Restricked Groups
A System Services
A Registry
A File System
| WMired Mebworl: (IEEE 302, 3) Policies
| Windows Firewall with Advanced Secur
j Metwork Lisk Manager Policies
] I.': Wireless Mebwork (TEEE 502,110 Policie
| Public Key Policies
| Software Restriction Policies
| Metwaork Access Protection
=1 g NAP Clisnt Canfiguration
E=l Eniforcement Clients

BB E

ol & =

[
| User Inkerface Sekbings

H
| Health Registration Settings
,g IP Security Palicies on fckive Dirsckary
iy Folicy-based Qo3
| adrririskrative Templakas: Palicy definitions (aC -

Statuz

ﬁ DHLF Quarantine Enfarcement Clent

Dizabled

& Beibte Access Quarantine Erforcement Clisnt Disabled

& IFSec Relving Party
!;—_1 TS5 Gateway Quarantne Enforcement Client
_‘L;-‘p EaF Uuarantine Enforcement Client

Diszabled
O izabled
Dizabled

.E-.’.* DHCPF Quarantine Enforcement Client

|

M ame:
Clezcriptiomn:
Verzion:
Vendar:

Stabus:

=

DHCF Quarantine Enforcement Client
Fravides DHCF bazed enfarcerment far MAP
1.0

bicroeaft Corporation

Dizabled



Defaul Dormain Palicy [rY-DiC1-2K8, globarnantics.com] Poli <

A= Computer Configuration
= || Policies

[+]
El

=

| Saoftware Sethings

Windows setbings

= Scripts {SkartupShutdovwn)
SecuUrty Sethings

r: Account Policies

Local Policies

Ewent Log

- Restricted Groups

A Swskem Services

A Pegiskry

A File Swstem

= of Wired Mebworl: (IEEE 502, 3) Palicies

| windows Firewall with Advanced Secur
j fetwork Lisk Manager Policies

F HEEEE R

_="__[E Wireless MNetwork (IEEE 802.11) Policie
| Public key Policies
_ Software Restriction Policies
= | Metwork Access Protection
= 2| NAP Client Configuration

¢\ Enforcement Clients
| User Inkerface Settings
| Health Regiskration Settings

[l .[i TOV S viku Oalimizes me O skio s Mirsskmeo

@ @ @

Right click and enable

Enforcement Clients

Mame | St ]

FDHCF Gusontine Enforcement Clent_Enabled
& Femote Aocess Ouaranting EhFu:lr-:en“D‘Et Clisnt Dizabled
_‘ﬁ IPSec Relving Party Cizabled
3—; Ta Gateway Quarantine Enforcement Clent D izabled
ﬁ E&F Quarantine Enforcement Client Dizabled

h DHCP Quarantine Enforcement Chent

10 9617

M ame: DHCF Quaranting Enforcement Client
Dezcriphion: Frovides DHCF based enborcement bar MAF
Yerzion: 1.0




A= Computer Configuration

=
[+]

[

| Palicies
| Goftware Setkings

Windows Setkings
= Scripks §Skarbup fShutdown)
Security Setbings
r:- Aocount Policies
Local Palicies
Event Log
Restricted Group
Swstem Services
Fegistry
File Swstem
J Wired Rebwork (IEEE 202, 3) Policies
| Wfindows Firewall with Advanced Secor
j Metwork Lisk Manager Policies
_,.11F Wireless Mebwork (IEEE 802, 11) Palicie
| Public key Policies
| Sofkware Restrickion Policies
| Mebwork focess Protbection
=1 #-| MaP Client ConFigurakion
| Enforcement Clients
| User Inkerface Settings
| Health Reqistration Settings
,g IP Security Palicies on Ackive Directary

HHHHHHHH

al =

L

+H [+

gl Folicy-based Qo5
Adrrinistrative Templates: Policy dzfinitions (A0 ﬂ

El‘-ﬂicmsuft MET Framewark. ..,

Er-’licrl:usuft Fibre Channel Plat./.

£ Microsaft 5051 Initiator ey,
EMichsuft Software Shad
Er-“lultimedia Class Scheduber

Ewetlugun

Mok Defined
Miot Defined
Mot Defined
Mok Defined
Mok Defined
Mot Defined

EHetwurk Hicegs F'rl:ltE!l:tIDI'l Agert bt Defined

Emetwnrk Con nléitu:uns
Emetwmk List Service
Emetwnrk Location Awarensss
Emetwurk Falicy Server
Emetwnrk Store Interface Se. ..
EOFFIinE Fil=s

EF‘eanrmance Logs & alerts

EF‘“.IIJ and Play
EF‘HF‘-K IF Bus Enurmerator

EF‘Drtal:ule Device Enumerator, ..

EF‘Hnt Sponler
Epmblem Reparts and Soluti, .,

Eprntected Storage

Eﬂemute Access Auko Conne. .
Eﬂenﬂﬂte Aooess Connsckion ..
Eﬂemnte Procedure Call (RPC)
Eﬂemute Procedure Call (RP...

Eﬂemnte R eqiskry
ﬂ-al:'ﬂ-i:l lFarmk SakF =F Daliea Deaw

Mot Defined
Mok Defined
Mot Defined
Mot Defined
Mok Defined
Mok Defined
Miok Definsd
Mot Defined
Mok Defined
Mot Defined
Mok Defined
Mot Defined
Mot Defined
Mok Defined
Mok Defined
Mot Defined
Miot Defined

Mok Defined
L=k M= Fime

Mt Defined
Mok Defined
Mot Defined
Mok Defined
Mot Defined
Mok Defined
Mot Defined
Mok Defined
Mok Defined
Mok Defined
Mot Defined
Mok Defined
Mok Defined
Mt Defined
Mot Defined
Mok Defined
Mok Defined
Mt Defined
Mot Defined
Mok Defined
Mok Defined
Mok Defined
Mok Defined
Mok Defined

Mat Defined
fl=F M=Fim e



yefault Domain Polizy [NY-00C1-2K8, globomantics .com] Poli & | | Service Mame Skattup Permis

L Computer Configuration 1 - . : : Die
3 7 palicies Metwork Access Protection Agent Properties E E t De
B L] Software Settings Securnty Policy S etting I b D
= | windows Settings D
I% :-:ript_s '{Start.'-'l:h" Sh _-Ig. Metwark A€cess Protechon Agent b De
= :EI:I_II‘IIZ':.’ Settlng.s. =" D
r o ount Policies D
Local Paolicies
Event Log [V Define this policy setting | De
: . . F O
4 Restricted Grot Select service startup
ol Swskem Service [ De
; - * Aubomatic  De
o Regiskry
A File System = Marual ;L
o] Wired Mebwork, _ D
| Windowes Firew (" Disabled b De
] networs Lisk i : De
il Wireless Mebwo Edit Secuity. .. D
| Public Key Palici b De
| Software Restr b D
= | Metwark .lf'.n_:-:es: E D
= NJ_:I.F' Client o D
| Enforce — b D
| UserIn ﬁm@ Carcel Apply .
| Health |

|mHemuEe Frocedure Cal (RPC) Mot Derned FIOL De

-.ﬁ IP Security Policies on gckive Directory T , e

o T 1 o



The last thing you need to do is to go to Administrative Temples, Windows Components,
Security Center

| achve Lirectory Federation Dervices _

| Activer Installer Servics Select anitem bo views ks description, Settng

Application Cornpatibility _yn on Securicy Center (Domain PCs only)

BtoPlay Policies

Backup

BitL ocker Drive Encryption
Credential User Interface
Deskkop Window Manager
Digital Locker

Event Forsarding

Event Log Service

Event Viewsr

Game Explarer

Import Video

Inkernet Explorer

Internet Information Services
MetMeeking

| Metwaork dccess Protection [:%
Metwiark Projector
online Assistance
Parental Cankrols

Setting I E =plain I Comment I

EE T um on Security Center [Domain PCz anly]

" Mot Corfigured

(* Enabled €<—w+
" Dizabled

Paseword Synchronization
Presentation Settings Supported on: At least Microzoft Windows 2P Probessional or Windo. .

R33 Feeds Frevious Setting I et Sething I
Seatch

i 5oc iy Center oK Cancel | #pply

T mae e B RITE

The clients now have all they need to communicate with the Network Policy Server



