


NETWORK ACCESS PROTECTION 

Network Access Protection (NAP) is a technology 
that allows you to restrict network access 

on the basis of a client’s health. System Health 
Agents (SHAs) and System Health Validators 

(SHVs) are the components that validate a 
computer’s health against a configured set of 

benchmarks. 



NAP Enforcement Types – IPSEC, 802.1S, VPN, DHCP 

IPsec enforcement works by applying IPsec rules. Only computers that meet health 
Compliance requirements are able to communicate with each other. IPsec enforcement can 
be applied on a per-IP address, per-TCP port number, or per-UDP port number basis. 
 
IPsec enforcement applies after computers have received a valid IP address, either from 
DHCP or through static configuration. IPsec is the strongest method of limiting network 
Access communication through NAP. 
 
To deploy IPsec enforcement, a network environment must have a Windows Server 2008 
or 2008 R2 Health Registration Authority (HRA) and a Windows Server 2008 or Windows 
Server 2008 R2 CA. Clients must be running Windows 7, Windows Vista, Windows Server 
2008, Windows Server 2008 R2, or Windows XP SP3 



802.1X enforcement uses authenticating Ethernet switches or IEEE 802.11 Wireless Access 
Points. These compliant switches and access points grant unlimited network access only 
to computers that meet the compliance requirement. Computers that do not meet the 
Compliance requirement are limited in their communication and are sent to a  
Remediation network where they will get the necessary updates.  Once the client is ok 
A certificate of Health is received and the client can join the network. 
 
A computer running Windows Server 2008 or Windows Server 2008 R2 with the Network 
Policy Server role is necessary to support 802.1X NAP enforcement. It is also necessary 
to have switch or Wireless Access Point hardware that is 801.1X-compliant. Clients must 
be running Windows 7, Windows Vista, Windows Server 2008 R2, Windows Server 2008, 
or Windows XP SP3. 



VPN enforcement is used on connecting VPN clients as a method of ensuring that clients 
granted access to the internal network meet system health compliance requirements. 
VPN enforcement works by restricting network access to noncompliant clients through the 
use of packet filters. Rather than being able to access the entire network, incoming VPN 
Clients that are noncompliant have access only to the remediation server group. 
 
If a noncompliant client becomes compliant, packet filters restricting 
network access will be removed. VPN enforcement requires an existing remote access 
Infrastructure and an NPS server. The enforcement method uses the VPN EC, which is 
Included with Windows 7, Windows Vista, Windows Server 2008, Windows Server 2008 R2, 
and Windows XP SP3. 



DHCP NAP enforcement works by providing unlimited-access IPv4 address information 
to compliant computers and limited-access IPv4 address information to noncompliant 
computers. 
 
To deploy DHCP NAP enforcement, you must use a DHCP server running Windows Server 
2008 or Windows Server 2008 R2 because this includes the DHCP Enforcement Service (ES). 
The DHCP EC is included in the DHCP Client service on Windows 7, Windows Vista, Windows 
Server 2008, Windows Server 2008 R2, and Windows XP SP3. 



Statement of Health 

Resides on the client computer 

Server 2008R2, Windows 7 

Statement of Health Response 



Determines whether or not the policy will be processed 

Used to check  whether the client has actually met the 
requirements 

Group of servers used to correct the Health 
Status of clients 

Defines the actual Heath Requirements needed for access using the SHV settings for  
Compliant and non-compliant clients 

Defines the level of network access clients will get based on 
Whatever policy they match 



EXAMPLE SETTING UP DHCP ENFORCEMENT 

1. Check to make sure that the DHCP Role is added and functioning 
2. Check to make sure that Network Policy Server role is added 
3. Open Network Policy Server from Administrative Tools 

 





You need to add the DHCP Servers on your network  
That will participate in DCHP enforcement 



Shared secret not necessary here- only when you are setting up Radius 



Although it says Radius clients this is your DHCP  
Server 



If you wanted to use specific scopes you could add them here but since you are using 
all the scopes just go ahead and leave this blank 



If you wanted to specify certain groups of computers that you could apply this to, then 
you could do this here, if you leave it blank then it just goes to everybody. 



Here you can choose a NAP remediation Server or group to allow the client to still gain access 
in an effort to correct its Health Requirement short comings 



Type in the Group name and click Add 



Type in a friendly name and the IP address of the server 

What this is saying is I will still let you 
connect to this server in order to fulfill 
Your Health Requirements 



Here is where you could put the address of a web page that would 
be presented to the users with instructions on what to do to get 
themselves in compliance with the policy. 





Now that  you have set up the NAP policies  you need to go to the DHCP Server and  
Enable NAP 



Right click on IPV4, click on properties and select the Network Access Protection tab. 
The click on Enable on all scopes, click on Yes to ovewrite settings 



Close out of   DHCP and now you have to set up setting for the clients through Group 
Policy 



Go into Group Policy Management and Edit the Default Domain Group Policy. 
Computer Configuration, Policies, Windows Settings, Security Settings, 
Network Access Protection, NAP client configuration, Enforcement Clients 



Right click and enable 







The last thing you need to do is to go to Administrative Temples, Windows Components, 
Security Center 

The clients now have all they need to communicate with the Network Policy Server 


